
Legal entities and court systems 
store sensitive and confidential 
information. Due to the nature of the 
data they keep on file, maintaining 
data security to ensure client 
confidentiality is critical to protecting 
brand reputation and continued 
business operations. However, 
regardless of thorough Security 
Awareness Training and phishing 
exercises, even security-conscience 
employees fall victim to clever 
phishing attacks. While preventative 
measures continue to improve, 
clever social engineering using 
advanced techniques designed to 
circumvent traditional defenses and 
next-gen antivirus solutions remains 
the technique of choice for many 
threat actors.
For one eSentire client, defenses 
were bypassed using advanced 
methods including the use 
of PowerShell, a technique 
specifically intended to circumvent 
traditional endpoint detection 
methods. For this particular client, 
eSentire’s Security Operation 
Center leveraging esENDPOINT’s 
proprietary machine learning 
capabilities detected the threat 
actor presence early in the process 
and mitigated the threat before 
business disruption.

eSentire Security Operations Center (SOC) received an alert from esENDPOINT 
that a computer on a client’s network was conducting suspicious activity. eSentire 
was able to stop them in their tracks before they could exfiltrate confidential data.
Patient Zero was a legal assistant at the state court system. Patient Zero 
received an email from an attacker posing as a student from a local university 
asking if Patient Zero would be interested in participating in an interview for an 
assignment the student (attacker) was working on about the legal profession. 
Patient Zero agreed and the student (attacker) sent her a link to a document with 
the interview questions.

Embedded in that document was a malicious macro that deployed when the 
document was opened. The macro installed malware on the victim’s laptop and 
then stopped.

The victim downloaded the malicious document from Amazon storage via an 
encrypted HTTPS connection, providing no opportunity to sandbox it before 
Patient Zero triggered the macro on her machine. The antivirus didn’t catch it as 
malicious, and it didn’t spawn any suspicious child processes. The sophisticated 
attacker knew how to bypass all the usual prevention and detection mechanisms. 
This is usually the case with advanced attacks, and relying on prevention of the 
initial attack vector is a very fragile strategy.
In this case, the attacker knew that spawning the malware via a Command line 
in Microsoft Word would have triggered an alert by most endpoint defense 
products, so the malware was designed to inject itself into a legitimate Windows 
process to avoid detection. Total time from the victim’s click on the malicious 
hyperlink to the end of the initial infection activity was twelve minutes.
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 ATTACK TIMELINE

Approximately three hours after the initial infection, a flurry of follow-up activity 
was recorded by esENDPOINT. The attacker connected through the backdoor 
opened by the malware and was attempting to escalate network privileges 
through the compromised machine. Despite the attacker’s best attempt to 
cover their tracks, as soon as they used a PowerShell command in their attempt 
to gain admin privileges, eSentire’s proprietary BlueSteel machine learning 
tool picked up on the suspicious activity and the SOC generated an alert via 
esENDPOINT.
While the eSentire SOC was investigating the initial attack, the attacker began 
lateral movement and compromised a second host on the network. Over 
the next two hours, the attacker continued lateral movement - infecting a 
third, fourth, and fifth host. At that point, continued investigation by eSentire 
uncovered evidence of the lateral movement.
Using esENDPOINT, the SOC began isolating the compromised hosts. At the 
same time, the attacker continued spreading through the network and the 
chase was on. The SOC analysts caught up to the attacker at the seventh 
compromised host, isolating the host and terminating the attacker’s access to 
the network.

The attacker’s total dwell time on the network was approximately 7.5 hours, 
with lateral movement beyond Patient Zero occuring five hours after initial 
compromise. Utilizing machine learning from BlueSteel that detected the 
malicious PowerShell command via esENDPOINT,  eSentire was able to isolate 
the compromised hosts and stop the attacker in their tracks, before they 
achieved their objective.
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eSentire is the largest pure-play Managed Detection and Response (MDR) service provider, keeping organizations safe from constantly evolving cyber-attacks that technology alone cannot prevent. Its 24x7 
Security Operations Center (SOC), staffed by elite security analysts, hunts, investigates, and responds in real-time to known and unknown threats before they become business-disrupting events. Protecting 
more than $6 trillion in corporate assets, eSentire absorbs the complexity of cybersecurity, delivering enterprise-grade protection and the ability to comply with growing regulatory requirements. For more 
information, visit www.eSentire.com and follow @eSentire.
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